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Abstract

We introduce four principles for explainable artificial intelligence (Al) that comprise the
fundamental properties for explainable Al systems. They were developed to encompass
the multidisciplinary nature of explainable Al, including the fields of computer science,
engineering, and psychology. Because one size fits all explanations do not exist, different
users will require different types of explanations. We present five categories of explanation
and summarize theories of explainable AI. We give an overview of the algorithms in the
field that cover the major classes of explainable algorithms. As a baseline comparison, we
assess how well explanations provided by people follow our four principles. This assess-
ment provides insights to the challenges of designing explainable Al systems.

Key words

Artificial Intelligence (Al); explainable Al; trustworthy Al
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1. Introduction

With recent advances in artificial intelligence (Al), Al systems have become components of
high-stakes decision processes. The nature of these decisions has spurred a drive to create
algorithms, methods, and techniques to accompany outputs from Al systems with expla-
nations. This drive is motivated in part by laws and regulations which state that decisions,
including those from automated systems, provide information about the logic behind those
decisions! and the desire to create trustworthy Al [30, 76, 89].

Based on these calls for explainable systems [40], it can be assumed that the failure to
articulate the rationale for an answer can affect the level of trust users will grant that system.
Suspicions that the system is biased or unfair can raise concerns about harm to oneself
and to society [102]. This may slow societal acceptance and adoption of the technology,
as members of the general public oftentimes place the burden of meeting societal goals
on manufacturers and programmers themselves [27, 102]. Therefore, in terms of societal
acceptance and trust, developers of Al systems may need to consider that multiple attributes
of an Al system can influence public perception of the system.

Explainable Al is one of several properties that characterize trust in Al systems [83, 92].
Other properties include resiliency, reliability, bias, and accountability. Usually, these terms
are not defined in isolation, but as a part or set of principles or pillars. The definitions vary
by author, and they focus on the norms that society expects Al systems to follow. For this
paper, we state four principles encompassing the core concepts of explainable Al. These
are informed by research from the fields of computer science, engineering, and psychology.
In considering aspects across these fields, this report provides a set of contributions. First,
we articulate the four principles of explainable Al. From a computer science perspective,
we place existing explainable Al algorithms and systems into the context of these four prin-
ciples. From a psychological perspective, we investigate how well people’s explanations
follow our four principles. This provides a baseline comparison for progress in explainable
AL

Although these principles may affect the methods in which algorithms operate to meet
explainable Al goals, the focus of the concepts is not algorithmic methods or computations
themselves. Rather, we outline a set of principles that organize and review existing work in
explainable Al and guide future research directions for the field. These principles support
the foundation of policy considerations, safety, acceptance by society, and other aspects of
Al technology.

2. Four Principles of Explainable AI

We present four fundamental principles for explainable Al systems. These principles are
heavily influenced by considering the Al system’s interaction with the human recipient of
the information. The requirements of the given situation, the task at hand, and the consumer

IThe Fair Credit Reporting Act (FCRA) and the European Union (E.U.) General Data Protection Regulation
(GDPR) Article 13.
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will all influence the type of explanation deemed appropriate for the situation. These situa-
tions can include, but are not limited to, regulator and legal requirements, quality control of
an Al system, and customer relations. Our four principles are intended to capture a broad
set of motivations, reasons, and perspectives.

Before proceeding with the principles, we need to define a key term, the output of an Al
system. The output is the result of a query to an Al system. The output of a system varies by
task. A loan application is an example where the output is a decision: approved or denied.
For a recommendation system, the output could be a list of recommended movies. For a
grammar checking system, the output is grammatical errors and recommended corrections.

Briefly, our four principles of explainable Al are:

Explanation: Systems deliver accompanying evidence or reason(s) for all outputs.
Meaningful: Systems provide explanations that are understandable to individual users.

Explanation Accuracy: The explanation correctly reflects the system’s process for gen-
erating the output.

Knowledge Limits: The system only operates under conditions for which it was designed
or when the system reaches a sufficient confidence in its output.

These are defined and contextualized in more detail below.

2.1 Explanation

The Explanation principle obligates Al systems to supply evidence, support, or reasoning
for each output. By itself, this principle does not require that the evidence be correct, infor-
mative, or intelligible; it merely states that a system is capable of providing an explanation.
A body of ongoing work currently seeks to develop and validate explainable AI methods.
An overview of these efforts is provided in Section 5. A variety of strategies and tools
are currently being deployed and developed. This principle does not impose any metric
of quality on those explanations. The Meaningful and Explanation Accuracy principles
provide a framework for evaluating explanations.

2.2 Meaningful

A system fulfills the Meaningful principle if the recipient understands the system’s ex-
planations. Generally, this principle is fulfilled if a user can understand the explanation,
and/or it is useful to complete a task. This principle does not imply that the explanation is
one size fits all. Multiple groups of users for a system may require different explanations.
The Meaningful principle allows for explanations which are tailored to each of the user
groups. Groups may be defined broadly as the developers of a system vs. end-users of a
system; lawyers/judges vs. juries; etc. The goals and desiderata for these groups may vary.
For example, what is meaningful to a forensic practitioner may be different than what is
meaningful to a juror [31].
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This principle also allows for tailored explanations at the level of the individual. Two
humans viewing the same Al system’s output will not necessarily interpret it the same way
for a variety of reasons. One reason is that a person’s prior knowledge and experiences in-
fluence their decisions [45]. Another reason is that psychological differences among people
may influence how they interpret an explanation and what type of explanations they find
meaningful [10, 61]. Thus, different users may take different meanings from identical Al
explanations. The tailoring of an explanation to user groups and individuals may not be
static over time. As people gain experience with a task, what they consider a meaningful
explanation will likely change [10, 35, 57, 72, 73]. Therefore, meaningfulness is influ-
enced by a combination of the Al system’s explanation and a person’s prior knowledge,
experiences, and mental processes.

All of the factors that influence meaningfulness contribute to the difficulty in model-
ing the interface between Al and humans. Developing systems that produce meaningful
explanations need to account for both computational and human factors [22, 58].

2.3 Explanation Accuracy

Together, the Explanation and Meaningful principles only call for a system to produce ex-
planations that are meaningful to a user community. These two principles do not require
that a system delivers an explanation that correctly reflects a system’s process for gen-
erating its output. The Explanation Accuracy principle imposes accuracy on a system’s
explanations.

Explanation accuracy is a distinct concept from decision accuracy. For decision tasks,
decision accuracy refers to whether the system’s judgment is correct or incorrect. Re-
gardless of the system’s decision accuracy, the corresponding explanation may or may not
accurately describe how the system came to its conclusion. Researchers in Al have de-
veloped standard measures of algorithm and system accuracy [13, 18, 33, 64-66, 71, 79].
While there exist these established decision accuracy metrics, researchers are in the process
of developing performance metrics for explanation accuracy [2, 16, 97].

Similarly to the Meaningful principle, this principle allows for different explanation
accuracy metrics for different groups and individuals. Some users will require simple ex-
planations that succinctly focus on the critical point(s) but lack nuances that are necessary
to completely characterize the algorithm’s process for generating its output. However,
these nuances may only be meaningful to experts. This highlights the point that explana-
tion accuracy and meaningfulness need not overlap. A detailed explanation may be highly
accurate but sacrifice how meaningful it is to certain audiences. Overall, a system may
be considered more explainable if it can generate more than one type of of explanation.
Because of these different levels of explanation, the metrics used to evaluate the accuracy
of an explanation may not be universal or absolute.
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2.4 Knowledge Limits

The previous principles implicitly assume that a system is operating within its knowledge
limits. This Knowledge Limits principle states that systems identify cases they were not
designed or approved to operate, or their answers are not reliable. By identifying and
declaring knowledge limits, this practice safeguards answers so that a judgment is not pro-
vided when it may be inappropriate to do so. The Knowledge Limits Principle can increase
trust in a system by preventing misleading, dangerous, or unjust decisions or outputs.

There are two ways a system can reach its knowledge limits. First, the question can be
outside the domain of the system. For example, in a system built to classify bird species, a
user may input an image of an apple. The system could return an answer to indicate that it
could not find any birds in the input image; therefore, the system cannot provide an answer.
This is both an answer and an explanation. In the second way a knowledge limit can be
reached, the confidence of the most likely answer may be too low, depending on an internal
confidence threshold. For example, for a bird classification system, the input image of a
bird may be too blurry to determine its species. In this case, the system may recognize that
the image is of a bird, but that the image is of low quality. An example output may be: “I
found a bird in the image, but the image quality is too low to identify it.”

3. Types of Explanations

Explanations will vary depending on their consumer. Some explanations will be simple,
while others will be detailed and could require training or expertise to fully understand. To
illustrate the range of explanation, we describe five categories of explanations that build on
the work in the literature [6, 26, 98]. The categories described below were not designed to
be exhaustive.

User benefit: This type of explanation is designed to inform a user about an output. For
example, the explanation could provide the reason a loan application was approved
or denied to the applicant.

Societal acceptance: This type of explanation is designed to generate trust and acceptance
by society. For example, if an unexpected output is provided by the system, the
explanation may help users understand why this output was generated. It may also
provide an increased sense of comfort in the system if the rationale can be provided

(e.g., [1D.

Regulatory and compliance: This type of explanation assists with audits for compliance
with regulations, safety standards, etc. The audience of the explanation may include
a user who requires significant detail (e.g., a safety regulator) and the user interacting
with the system (e.g., a developer). Examples may include the developer or auditor
of a self-driving car. This may also include explanations to evaluate the output of a
forensic examination after an airplane crash.
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System development: This type of explanation assists or facilitates developing, improv-
ing, debugging, and maintaining of an Al algorithm or system. Consumers of this
category includes technical staff, product managers, and executives. This category
includes the users requiring significant detail and users interacting with the system.
For example, this may include the technical staff debugging a vision algorithm with
a Gradient-Weighted Class Activation Mapping (GRAD-CAM) based tool [82].

Owner benefit: This type of explanation benefits the operator of a system. An example
is a recommendation system that lists movies or videos to watch and explains the
selection based on previous viewed items. A system recommends a movie and ex-
plains this choice by stating “here is a movie to watch because you liked these other
movies.” If the user trusts the explanation, the owner benefits because that person
continues watching movies on their service.

Categories of this nature are also discussed in more detail in Bhatt et al. [6], Hall et al.
[26], Weller [98]. Bhatt et al. [6] mentions in their use cases that the explanations are
usually used by the algorithm developers to debug the models. Bhatt et al. [6] interviews
30 individuals on how their organizations use explainable Al. They use explainable Al in
a variety of applications, including object detection and sentiment analysis. Hall et al.
[26] proposes best practices on how to use explainable Al algorithms. They summarize
their recommendations into implementation guidelines: design explanations to enable un-
derstanding, learn how explainable Al can be exploited for nefarious purposes, augment
surrogate models with direct explanations, and for high-stakes decisions, provided expla-
nations must be highly interpretable. In Caruana et al. [11], the authors developed an
explainable Al model and used it to both determine and explain pneumonia risk in a patient
data set and 30-day readmission risk in another patient data set.

From a practical perspective, explanations can be characterized by the amount of time
the consumer of the explanation has to respond to the information and the level of detail in
an explanation. Figure 1 captures the relationship between time requirements and explana-
tion detail. The horizontal axis represents the time requirement a user has to respond to a
situation. The time requirement axis addresses situations ranging from those that require
immediate responses to those that permit a longer evaluation. The vertical axis represents
the level of detail in the explanation. This axis addresses situations related to the level of
detail the consumer or user will require. At one end of the explanation, an explanation
is not required or a simple explanation will be sufficient. For example, in response to an
emergency weather alert, the consumer must act immediately, and the explanation needs to
be simple and straightforward. A current weather alert from the National Weather Service,
“Tornado Warning: Take Action!”?, operates as both an alert and a simple explanation. The
alert is to “Take Action” with the simple explanation of “Tornado Warning.” Explanations
for debugging could fall at the other end of the time requirement and level of detail spec-
trum. The explanation could include information on the internal steps of a system, and it

Zhttps://www.weather.gov/safety/tornado-ww
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could take the audience time to examine the explanation and decide on their next actions.
Two additional examples were placed on Figure 1: loan applications and audit of a sys-
tem. The response to a loan application is generally quick and the explanation provides
greater detail than a weather alert. The response time and explanation detail for an audit of
a system could be similar to debugging a system.

Detailed
explanation

Audit of a system

(3)

Debugging performance
of a system

(4]

Level of detail

Loan applicant

(2]

Emergency
weather alert

(1)

Simple
explanation

Immediate
response

Longer term

. . response
Time requirement P

Fig. 1. This figure shows length of response time versus explanation detail. We populate the figure
with four illustrative cases: emergency weather alert, loan application, audit of a system, and
debugging a system.

Explanations will need to fulfill a variety of requirements and needs, which will depend
on the tasks and users. The five categories of explanations illustrate the range and types of
explanations and points to the need for flexibility in addressing the scope of systems that
require explanations.

4. Overview of principles in the literature

Theories and properties of explainable Al have been discussed from different perspectives,
with commonalities and differences across these points of view [16, 22, 53, 77, 78, 98].
Lipton [53] divides explainable techniques into two broad categories: transparent and
post-hoc interpretability. Lipton [53] defines a transparent explanation as reflecting to some
degree how a system came to its output. A subclass is simulatability, which requires that
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a person can grasp the entire model. This implies that explanations will reflect the inner
workings of a system. Their post-hoc explanations “often do not elucidate precisely how
a model works, they may nonetheless confer useful information for practitioners and end
users of machine learning.” For example, the bird is a cardinal because it is similar to
cardinals in the training set.

Rudin [77] and Rudin and Radin [78] argue that models for high-stakes decision must
provide explanations that reveal their inner workings. They claim that deep neural networks
are inherently black-boxes and should be avoided for high-stakes decisions.

Wachter et al. [97] argue that explanations do need to meet the explanation accuracy
property. They claim that counterfactual explanations are sufficient. “A counterfactual ex-
planation of a prediction describes the smallest change to the feature values that changes the
prediction to a predefined output [59];” e.g., if you had arrived to the platform 15 minutes
earlier, you would have caught the train. Counterfactual explanations do not necessarily
reveal the inner workings of a system. This property allows counterfactual explanations to
protect intellectual property.

Gilpin et al. [22] defines a set of concepts for explainable Al and provides an outline
of current approaches. In their survey, Gilpin et al. [22] take a similar stance to Rudin [77]
and Rudin and Radin [78] in their set of “foundational concepts” for explainability. Similar
to the meaningful and explanation accuracy principles in our current work, Gilpin et al.
[22] propose that explanations should allow for a trade-off between their interpretability
and completeness. However, they state that trade-offs must not obscure key limitations of
a system.

Doshi-Velez and Kim [16] address the critical question: measuring if explanations are
meaningful for users or consumers. They present a framework for a science to measure the
efficiency of explanations. This paper discusses factors that are required to begin testing
interpretability of explainable systems. This highlights the gap between these principles as
a concept and creating metrics and evaluation methods.

Across these viewpoints, there exist both commonalities and disagreement. Similar to
our four principles, commonalities include concepts which distinguish between the exis-
tence of an explanation, how meaningful it is, and how accurate or complete it is. Although
disagreements remain, these perspectives provide guidance for development of explainable
systems. A key disagreement between philosophies is the relative importance of explana-
tion meaningfulness and accuracy. These disagreements highlight the difficulty in balanc-
ing multiple principles simultaneously. Context of the application, community and user
requirements, and the specific task will drive the importance of each principle.

5. Overview of Explainable AI Algorithms

Researchers have developed different algorithms to explain Al systems. Sometimes, the
algorithms themselves provide the explanation (satisfying Principle 1). The most common
of these explanations are self-explainable models, where the models themselves are the
provided explanation. These models are self-explaining algorithms, where viewing and
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querying the models provide an explanation. We describe these algorithms in Section 5.1.
There are algorithms that provide explanations for themselves without directly providing
the model details. One such example is Class Activation Mappings (CAM) [105], which are
system-specific explanations that can explain some convolutional neural networks. How-
ever, researchers generalized these algorithms so that they can not only explain the original
system but also explain other systems. These generalized algorithms form the next two
types of explanations: global explainable Al algorithms and per-decision explainable Al
algorithms. For instance, GRAD-CAM is a generalization of CAM that can provide the
explanation of CAM but to any convolutional neural network [82].

A global explanation produces a model that approximates the non-interpretable model.
We describe these algorithms in Section 5.2. Per-decision explanations provide a separate
explanation for each decision. Per-decision explanations are considered local explanations.
We describe per-decision explanations in Section 5.3. A particular type of per-decision ex-
planation is a counterfactual[97], which is an explanation saying “if the input were this
new input instead, the system would have made a different decision.” In these explana-
tions, although there are often many widely-differing instances that all are counterfactuals,
a counterfactual explanation usually provides a single instance. This means that even if
there are many different possible ways that the instance could be changed to result in the
system providing the decision, only one of those instances is provided as the explanation.
The hope is the instance is as similar as possible to the input with the exception that the
system makes a different decision. Because counterfactual explanations are per-decision
explanations, they are also described in Section 5.3.

Self-explainable models of machine learning systems themselves can be used as global
explanations (since the models explain themselves). Likewise, many global explanations
(including self-explainable models) can also be used to generate per-decision explanations.
The coefficient weights of the features of an input in a regression model and the flow of a
decision through a decision tree both serve as per-decision explanations. Models that do not
provide an explanation or provide an explanation that a user does not consider meaningful
enough will sometimes seek an explanation from an alternate algorithm, thus encouraging
the development of global and per-decision explanations. Furthermore, global explanations
are harder to generate than per-decision explanations because per-decision explanations
only require an understanding of a single decision.

With these explainable algorithms, developers wish for the explanations to be mean-
ingful to users (Principle 2). In the computer science literature this is often labelled as
interpretable. Often, developers self-proclaim their algorithm explanations to be mean-
ingful. However, others will use measurements such as human simulatability [46], which
measure whether a human can correctly take an input and with the model, correctly identify
the model’s prediction.

Although the explanation accuracy is important (Principle 3), it is often only measured
for self-explainable models. For these types of models, the model’s decision accuracy
(see Section 2.3) is the measure of the explanation accuracy. However, there is limited
research measuring explanation accuracy. Adebayo et al. [2] evaluate explanation accu-
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racy of saliency pixel explanations for deep neural networks by measuring the amount the
explanation changes relative to how the trained models differ.

To our knowledge there is limited work on developing algorithms that understand their
knowledge limits (Principle 4) and declare when a validly-formatted data input is out of
the system’s scope. However, algorithms often give real-valued outputs rather than hard
decisions, which reflect the algorithms’ confidences in their predictions.

5.1 Self-Explainable Models

Machine Learning Algorithms include Decision Trees and Linear and Logistic Regression.
Although these simple models are explanations themselves, they are often not always ac-
curate, especially if used without much pre-processing. Consequently, there has been work
in developing more accurate models that themselves are explanations. Authors developing
models will often label these models as interpretable, which we refer to as meaningful.
Rudin [77] argues that using meaningful models that explain themselves are the best way
to produce explainable models, arguing that separately-produced explanations of black-box
models (or even single decisions of black-box models) may not be faithful to what the orig-
inal model computes. This claim is that explanations often have low explanation accuracy
if those explanations are not the models themselves. Although many sources discuss an
accuracy-interpretability trade-off, Rudin and Radin [78] disagrees, with the belief that no
such trade-off exists for high-stakes decisions.

One line of research works on producing improvements on the standard decision trees,
sometimes represented as a nested sequence of “if-then-else” rules, called decision lists
[47]. In addition to being inaccurate, Lakkaraju et al. [47] claims that the nesting makes the
rules hard to interpret, and develops Decision Sets, which are a sequence of “if-then” rules
with one default “else” at the end, where each clause is a conjunction of conditions. How-
ever, Lakkaraju and Rudin [50] produces decision lists with improved accuracy. Lakkaraju
et al. [47] measure the interpretability of the decision sets by measuring metrics on the
model: the number of rules, the number of the largest rules, the overlap of the rules (how
many instances are classified in more than one if-then rule). The last “else” guarantees that
every instance is classified. [49] explores decision lists with at most one customized nesting
to further improve accuracy while still being meaningful according to their measures. Bert-
simas and Dunn [5] produce a variant of decision trees, called optimal classification trees,
that split on mixed integer constraints involving multiple variables. These trees focus on
preserving the meaningfulness of decision trees but greatly improving their classification
accuracy. [55] produce another variant of a more accurate decision tree, called an addi-
tive tree, that combines elements of decision tress and gradient boosting to produce more
accurate trees. A Bayesian variant of decision lists that was studied for meaningfulness
is Bayesian Rule Lists [51], where they add a Bayesian credible interval estimate to each
decision rule. Bayesian credible intervals are the Bayesian analog to confidence intervals.
Kuhn et al. [42] produces a model that tries to find combinations of features that either
exclude a class or specifically identify a particular class. Each set of combinations could
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be viewed as a clause of a decision set rule.

Models, including linear models such as linear and logistic regression are considered
to be explanations of system decisions. One interpretation is using the weights of the coef-
ficients to indicate the importance of features. They are sometimes considered inaccurate
when the data is not believed to be linear. One measure of the ease of understanding of a re-
gression model is the number of non-zero coefficients. One way to encourage a regression
model to limit the number of features is to regularize it with the lasso, which penalizes the
model for using more features [32], incorporating a trade-off for accuracy and meaningful-
ness in the training objective function. Although this and other regularization strategies are
also used to prevent overfitting in many models including deep neural networks, regulariza-
tion is one technique to make models sparser, and thus believed to be more understandable.
Poursabzi-Sangdeh et al. [69] considers regression models meaningful and aims to measure
the value the model coefficients provide to human users trying to use the model. Caruana
et al. [11] also treats the more general class of these models, Generalized Additive Mod-
els with Pairwise Interactions (GA2M), as understandable models and applies them to a
healthcare case study.

Another self-explainable algorithm involves learning prototypes, or representative sam-
ples of each class, to better understand the algorithm. Models learn and produce prototypes.
With these prototypes, the model outputs the class as a weighted combination of the proto-
types. Although these prototypes do work on tabular data, Kim et al. [38], Li et al. [52] use
this approach for classification on image data sets.

5.2 Global Explainable AI Algorithms

Global Explainable Al Algorithms are an approach that treat the Al algorithm as a black-
box that can be queried and produce a model that explains the algorithm. Depending on
what the global model is, it can then be used to produce per-decision explanations.

One such global explainable Al Algorithms is SHAP (SHapley Additive exPlanations)
[56]. SHAP provides a global per-feature importance for a regression problem by convert-
ing it to a coalitional game from game theory. In coalitional games, there are n players that
can team up in different ways to form coalitions and share a payoff depending on which
players team up (often the total payoff is largest when all players team up). After play-
ers receive a payoff, they must divide the payoff between themselves. One way to divide
payoffs with desirable mathematical properties is to give each player their Shapley value
as their individual payoff. SHAP treats the regression outputs of a system as a coalitional
game where the target is the payoff and each feature is a player that either participates in or
does not participate in the coalition with the other features for each row. SHAP then com-
putes the Shapley values for each feature, and uses those values as the feature importance
values. See [20] for more information on Shapley values and coalitional games.

In deep neural networks, one such global algorithm is TCAV (Testing with Concept Ac-
tivation Vectors) [107]. TCAV wishes to explain a neural network in a more user-friendly
way by representing the neural network state as a linear weighting of human-friendly con-
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cepts, called Concept Activation Vectors (CAVs). TCAV was applied to explain image
classification algorithms through learning CAVs including color, to see how colors influ-
enced the image classifier’s decisions.

Two visualizations used to provide global explanations are Partial Dependence Plots
(PDPs) and Individual Conditional Expectation (ICE) [60, 104]. The partial dependence
plot shows the marginal change of the predicted response when the feature (value of that
specific data column or component) changes. PDPs are useful for determining if a relation-
ship between a feature and the response is linear or more complex [60]. The ICE curves are
finer-grained and show the marginal effect of the change in one feature for each instance
of the data. ICE curves are useful to check if the relationship visualized in the PCP is the
same across all ICE curves, and can help identify potential interactions.

5.3 Per-Decision Explainable AI Algorithms

Per-decision explainable Al algorithms take both a black-box model that can be queried and
a single decision of that model, and explain why the model made that particular decision.
These explanations differ from global explanations in that the explanation is not required
to generalize to other decisions.

One such algorithm is LIME (Local Interpretable Model-Agnostic Explainer) [74].
LIME takes a decision, and by querying nearby points, builds an interpretable model that
represents the local decision, and then uses that model to provide per-feature explanations.
The default model chosen is logistic regression. For images, LIME breaks each image into
superpixels, and then queries the model with a random search space where it varies which
superpixels are omitted and replaced with all black (or a color of the user’s choice).

Another popular type of local explanations are counterfactuals. A counterfactual expla-
nation is an alternate system input where the system’s decision on that input differs from the
provided input. Good counterfactuals answer the question “what is the minimum amount
an input would need to change for the system to change its decision on that input?” Wachter
et al. [97] measures how good counterfactual explanations are by measuring how far away
the counterfactual is from the original data point, measuring this distance as the Manhattan
distance of features after normalizing each feature by its median absolute deviation. Ustun
et al. [96] develop a counterfactual explanation of logistic (or linear) regression models.
Counterfactuals are represented as the amounts of specific features to change. They further
refine their counterfactual explanations by distinguishing which features can be changed,
which ones cannot, and which ones can only be changed under certain conditions.

An additional local explanation in Koh and Liang [39] takes a decision and produces
an estimate of the influence of each training data point on that particular decision.

Another popular type of local explanations for problems on image data are saliency
pixels. Saliency pixels color each pixel depending on how much that pixel contributes to
the classification decision. One of the first saliency algorithms is Class Activation Maps
(CAM) [105]. A popular saliency pixel algorithm that enhanced CAM is GRAD-CAM
[82]. GRAD-CAM generalized CAM so that it can explain any convolutional network.
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A variety of saliency pixel explanation algorithms are compared on for their explanation
accuracy in Adebayo et al. [2].

5.4 Adversarial Attacks on Explainability

Explanation accuracy (Principle 3) is an important component of explanations. Sometimes,
if an explanation does not have 100 percent explanation accuracy, it can be exploited by
adversaries who manipulate a classifier’s output on small perturbations of an input to hide
the biases of a system. First, Lakkaraju and Bastani [48] observes that even if an expla-
nation can mimic the predictions of the black box, that this is insufficient for explanation
accuracy and such systems can produce explanations that may mislead users. An approach
to generate misleading explanations is demonstrated in Slack et al. [84]. They do this by
producing a scaffolding around a given classifier that matches the classification on all in-
put data instances but changes outputs for small perturbations of input points, which can
obfuscate global system behavior when only queried locally.This means that if the sys-
tem is anticipating being explained by a tool such as LIME that gives similar instances to
training set instances as inputs, the system will develop an alternative protocol to decide
those instances that differs from how they will classify trials in the training and test sets.
This can mislead the explainer by anticipating which trials the system might be asked to
classify. Another similar approach is demonstrated in Aivodji et al. [3]. They fairwash a
model by taking a black box model and produce an ensemble of interpretable models that
approximate the original model but are much fairer, which then hide the unfairness of the
original model. Another example of slightly perturbing a model to manipulate explanations
is demonstrated in Dimanov et al. [14]. The ability for developers to cover up unfairness in
black-box models is one of the several vulnerabilities of explainable Al discussed in Hall
et al. [26].

6. Humans as a Comparison Group for Explainable Al

Up to this point, we have outlined core concepts of explainable Al and related work in
the field of computer science. However, an explainable Al system consists of both an Al
system and a human recipient. To effectively understand both components, and to provide
a benchmark for explainable Al systems, we next overview the explainability of human-
produced judgments and decisions. Independent of Al, humans operating alone also make
high stakes decisions with expectation that they be explainable. For example, physicians,
judges, lawyers, and forensic scientists make decisions that can affect large populations.
In these cases, a human makes the decision and provides their conclusion along with the
evidence supporting that conclusion as an explanation. How do these proffered explana-
tions adhere to our four principles? We focused strictly on human explanations of their
own judgments and decisions (e.g.,”“why did you arrive at this conclusion or choice?”’), not
of external events (e.g., “why is the sky blue?” or “why did an event occur?”). External
events accompanied by explanations can be helpful for human reasoning and formulating
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predictions [54]. This is consistent with a desire for explainable AI. However, as outlined
in what follows, human-produced explanations for their own judgments, decisions, and
conclusions are largely unreliable. Humans as a comparison group for explainable Al can
inform the development of benchmark metrics for explainable Al systems; and lead to a
better understanding of the dynamics of human-machine collaboration.

6.1 Explanation

This principle requires only that the system provides an explanation. In this section, we will
focus on whether humans produce explanations of their own judgments and decisions and
whether doing so is beneficial for the decision makers themselves. In Section 6.2, we will
discuss whether human explanations are meaningful, and in Section 6.3, we will discuss
the accuracy of those explanations.

Humans are able to produce a variety of explanation types [37, 53, 58]. However,
producing verbal explanations can interfere with decision and reasoning processes [80, 81,
100]. It is thought that as one gains expertise, the underlying processes become more
automatic, outside of conscious awareness, and therefore, more difficult to explain verbally
[17, 19, 44, 80]. This produces a similar tension which exists for Al itself: the desire for
high accuracy are often thought to come with reductions in explainability (however, c.f.,
[53D]).

More generally, processes which occur with limited conscious awareness can be harmed
by requiring the decision itself to be expressed explicitly. An example of this comes from
lie detection. Lie detection based on explicitly judging whether or not a person is telling
the truth or a lie is typically inaccurate [9, 88]. However, when judgments are provided
via implicit categorization tasks, therefore bypassing an explicit judgment, lie detection
accuracy can be improved [87, 88]. This suggests that lie detection may be a nonconscious
process which is interrupted when forced to be made a conscious one.

Together these findings suggest that some assessments from humans may be more ac-
curate when left automatic and implicit, compared to requiring an explicit judgment or
explanation. Human judgments and decision making can oftentimes operate as a black-box
[53], and interfering with this black-box process can be deleterious to the accuracy of a
decision.

6.2 Meaningful

To meet this principle, the system provides explanations that are intelligible and under-
standable. For this, we focused on the ability of humans to interpret how another human
arrived at a conclusion. This concept can be defined operationally as: 1) whether the au-
dience reaches the same conclusion as intended by the person providing the explanation
and 2) whether the audience agrees with each other on what the conclusion is, based on an
explanation.

One analogous case to explainable Al for human-to-human interaction is that of a foren-
sic scientist explaining forensic evidence to laypeople (e.g., members of a jury). Currently,
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there is a gap between the ways forensic scientists report results and the understanding of
those results by laypeople (see Edmond et al. [17], Jackson et al. [31] for reviews). Jack-
son et al. [31] extensively studied the types of evidence presented to juries and the ability
for juries to understand that evidence. They found that most types of explanations from
forensic scientists are misleading or prone to confusion. Therefore, they do not meet our
internal criteria for being “meaningful.” A challenge for the field is learning how to improve
explanations, and the proposed solutions do not always have consistent outcomes [31].

Complications for producing meaningful explanations for others include people expect-
ing different explanation types, depending on the question at hand [58], context driving the
formation of opinions [31], and individual differences in what is considered to be a satis-
factory explanation [61]. Therefore, what is considered meaningful varies by context and
across people.

6.3 Explanation Accuracy

This principle states that a system provides explanations which are faithful to the system’s
process for generating the output. For humans, this is analogous to an explanation of one’s
decision processes truly reflecting the mental processes behind that decision. In this sec-
tion, we focused on this aspect only. An evaluation of the quality or coherence of the
explanation falls outside of the scope of this principle.

For the type of introspection related to explanation accuracy, it is well-documented that
although people often report their reasoning for decisions, this does not reliably reflect
accurate or meaningful introspection [62, 70, 99]. This has been coined the “introspection
illusion™: a term to indicate that information gained by looking inward to one’s mental
contents is based on mistaken notions that doing so has value [70]. People fabricate reasons
for their decisions, even those thought to be immutable, such as personally held opinions
[24, 34, 99]. In fact, people’s conscious reasoning that is able to be verbalized does not
seem to always occur before the expressed decision. Instead, evidence suggests that people
make their decision and then apply reasons for those decisions after the fact [95]. From a
neuroscience perspective, neural markers of a decision can occur up to 10 seconds before
a person’s conscious awareness [85]. This finding suggests that decision making processes
begin long before our conscious awareness.

People are largely unaware of their inability to introspect accurately. This is docu-
mented through studies of “choice blindness” in which people do not accurately recall their
prior decisions. Despite this inaccurate recollection, participants will provide reasons for
making selections they never, in fact, made [24, 25, 34]. For studies that do not involve
long-term memory, participants have also been shown to be unaware of the ways they eval-
uate perceptual judgments. For example, people are inaccurate when reporting which facial
features they use to determine someone’s identity [75, 93].

Based on our definition of explanation accuracy, these findings do not support the idea
that humans reliably meet this criteria. As is the case with algorithms, human decision
accuracy and explanation accuracy are distinct. For numerous tasks, humans can be highly
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accurate but cannot verbalize their decision process.

6.4 Knowledge Limits

This principle states that the system only operates under the conditions it was designed
or that a provided output may not be reliable. For this principle, we narrowed down the
broad field of metacognition, or thinking about one’s own thinking. Here, we focused on
whether humans correctly assess their own ability and accuracy, and whether they know
when to report that they do not know an answer. There are several ways to test whether
people can evaluate their own knowledge limits. One method is to ask participants to
predict how well they believe they performed or will perform on a task, relative to others
(e.g., in what percentile will their scores fall relative to other task-takers). Another way to
test the awareness of knowledge limits is to obtain a measure of their response confidence,
with higher confidence indicating that a person believes with greater likelihood that they
are correct.

As demonstrated by the well known Dunning-Kruger Effect [41], most people inac-
curately estimate their own ability relative to others. A similar finding is that people, in-
cluding experts, generally do not predict their own accuracy and ability well when asked
to explicitly estimate performance [7, 8, 12, 28, 63]. However, a recent replication of the
Dunning-Kruger Effect for face perception showed that, although people did not reliably
predict their accuracy, their ability estimates varied accordingly with the task difficulty
[106]. This suggests that although the exact value (e.g., predicted performance percentile
relative to others, or predicted percent correct) may be erroneous, people can modulate the
direction of their predicted performance appropriately (e.g., knowing a task was more or
less difficult for them).

For a variety of judgments and decisions, people often know when they have made
errors, even in the absence of feedback [103]. To use eyewitness testimony as a relevant
example: although confidence and accuracy have repeatedly shown to be weakly related
[86], a person’s confidence does predict their accuracy in the absence of “‘contamination”
through the interrogation process and extended time between the event and the time of
recollection [101]. Therefore, human shortcomings in assessing their knowledge limits are
similar to those of producing explanations themselves. When asked explicitly to produce
an explanation, these explanations can interfere with more automatic processes gained by
expertise; they often do not accurately reflect the true cognitive processes. Likewise, as
outlined in this section, when people are asked to explicitly predict or estimate their ability
level relative to others, they are often inaccurate. However, when asked to assess their
confidence for a given decision vs. this explicit judgment, people can gauge their accuracy
at levels above chance. This suggests people do have insight into their own knowledge
limits, although this insight can be limited or weak in some cases.
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7. Discussion and Conclusions

We introduced four principles to encapsulate the fundamental elements for explainable Al
systems. The principles provide a framework with which to address different components
of an explainable system. These four principles are that the system produce an explanation,
that the explanation be meaningful to humans, that the explanation reflects the system’s
processes accurately, and that the system expresses its knowledge limits. There are differ-
ent approaches and philosophies for developing and evaluating explainable AI. Computer
science approaches tackle the problem of explainable Al from a variety of computational
and graphical techniques and perspectives, which may lead to promising breakthroughs. A
blossoming field puts humans at the forefront when considering the effectiveness of Al ex-
planations and the human factors behind their effectiveness. Our four principles provide a
multidisciplinary framework with which to explore this type of human-machine interaction.

The practical needs of the system will influence how these principles are addressed (or
dismissed). With these needs in mind, the community will ultimately adapt and apply the
four principles to capture a wide scope of applications. One example of adapting to meet
practical requirements is illustrated by the trade-off between explanation detail and time
constraints. These constraints highlight that certain scenarios require a brief, meaningful
explanation to take priority over an accurate, detailed explanation. For example, emergency
weather alerts need to be meaningful to the public but can lack an accurate explanation
of how the system arrived at its conclusion. Other scenarios may require more detailed
explanations but restrict meaningfulness to a specific user group; e.g., when auditing a
model.

The focus of explainable Al has been to advance the capability of the systems to pro-
duce a quality explanation. Here, we addressed whether humans can meet the same set of
principles we set forth for AI. We showed that humans demonstrate only limited ability to
meet the principles outlined here. This provides a benchmark with which to compare Al
systems. In reflection of societal expectations, recent regulations have imposed a degree
of accountability on Al systems via the requirement for explainable Al [1]. As advances
are made in explainable Al, we may find that certain parts of Al systems are better able
to meet societal expectations and goals compared to humans. By understanding the ex-
plainability of both the Al system and the human in the human-machine collaboration, this
opens the door to pursue implementations which incorporate the strengths of each, poten-
tially improving explainability beyond the capability of either the human or Al system in
isolation.

In this paper, we focused on a limited set of human factors related to explainable de-
cisions. Much is to be learned and studied regarding the interaction between humans and
explainable machines. Although beyond the scope of the current paper, in considering the
interface between Al and humans, understanding general principles that drive human rea-
soning and decision making may prove to be highly informative for the field of explainable
Al [23]. For humans, there are general tendencies for preferring simpler and more general
explanations [58]. However, as described earlier, there are individual differences in which
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explanations are considered high quality. The context of the decision and the type of de-
cision being made can influence this as well. Humans do not make decisions in isolation
of other factors [45]. Without conscious awareness, people incorporate irrelevant infor-
mation into a variety of decisions such as first impressions, personality trait judgments,
and jury decisions [21, 29, 90, 91]. Even when provided identical information, the con-
text, a person’s biases, and the way in which information is presented influences decisions
[4, 15, 17, 23, 36, 43, 68, 94]. Considering these human factors within the context of
explainable Al has only just begun.

To succeed in explainable Al, the community needs to study the interface between hu-
mans and Al systems. Human-machine collaborations have shown to be highly effective
in terms of accuracy [67]. There may be similar breakthroughs for Al explainability in
human-machine collaborations. The principles defined here provide guidance and a phi-
losophy for driving explainable Al toward a safer world by giving users a deeper under-
standing into a system’s output. Meaningful and accurate explanations empower users to
apply this information to adapt their behavior and/or appeal decisions. For developers and
auditors, explanations equips them with the ability to improve, maintain, and deploy sys-
tems as appropriate. Explainable Al contributes to the safe operation and trust of multiple
facets of complex Al systems. The common framework and definitions under the four prin-
ciples facilitate the evolution of explainable Al methods necessary for complex, real-world
systems.
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