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8.1.6 Aon’s Cyber Solutions (formerly Stroz Friedberg)

Brandy Wityak
brandy.wityak@aon.co.uk | +44 (0)207 086 5818

The Aon Centre, The Leadenhall Building, 122
Leadenhall Street, London, EC3V 4AN UK

www.aon.com/cyber

Empower Results®

Company Description

Aon’s Cyber Solutions dedicated Investigations & Response team (formerly Stroz
Friedberg) specialises in complex investigations with leading experts in digital
forensics; cyber incident and data breach response; internal investigations;
eDiscovery; intellectual property; compliance technology, threat intelligence,
vulnerability assessments, and due diligence.

We have supported some of the most sensitive regulatory, internal and cyber
investigations, and have a proven track record of working closely with our clients to
dramatically reduce investigation timelines, deliver sound and actionable findings,
and deliver substantial cost savings to businesses and legal advisors.

Our key ingredient is the combination of our diverse skill sets and expertise
all working together to deliver on your most complex cyber challenges
across the entire cyber risk value chain. We are the go-to firm for
organisations and their law firms in investigating ninety percent of the
highest profile breaches in the last decade, including serving Fortune 100
companies, 80% of the AmLaw 100, and the Top 20 UK law firms. Learn more
at https://www.aon.com/cyber-solutions

Vendor Offerings

How can we help you to reach a successful outcome with Discovery and
Disclosure?

Core eDiscovery Services: Our eDiscovery service offerings go beyond standard
processing, analysis and production services, bringing our ingrained investigative
and analytical approach to solving any data interrogation or disclosure requirement.
Our problem-solving approach and goal-oriented eDiscovery & Disclosure workflows
are designed to meet the needs of any matter, defensibility and proportionately. We
show our clients time and time again that scoping and targeting the right data sooner
in the process results in huge reductions in effort and review costs later. We provide
proactive guidance and leverage the newest technologies and smart approaches to
generate meaningful information early on and reduce volumes along every step of
the workflow.

Consulting & Subject Matter Experts: Providing advice and guidance throughout
the process is routine, not the exception. Our experts can help in countless ways -
from guidance with negotiating an efficient disclosure plan; building an efficient and
defensible cross-border workflow; designing a “proof of concept” exercise for a
unique inquiry; advising on internal investigation approaches; document
authentication including analysing produced documents to find evidence tampering
or defending against claims of tampering; and all the way to helping validate and
defend the final results of your review.

Technology-Assisted Review & Machine Learning: Our tools and workflows
make full use of “TAR 2.0” technologies, such as continuous, active, and multi-modal
learning, that are language-agnostic. We have the ability to apply powerful machine
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learning to handle real-world challenges like internal investigations and lines of
inquiry; apply early intelligence to subsequent case developments and rolling
collections; and effectively reuse existing attorney decisions on relevance, private or
privileged information, and cull clearly irrelevant material up front.

Digital Forensics, Preservation & Collections: We are leaders in the field of digital
forensics and help shape best practices on digital investigations and risk
management and are recognised industry experts. We are credentialed in network,
database, mobile device, and other forms of digital forensics; malicious code and
other types of malware; computer fraud and abuse; and data discovery, analytics,
and disclosure.

Expert Services: Recognized in the field, our experts have been certified in multiple
jurisdictions around the world and are regularly seen as the “go-to” firm for expert
witness testimony, formal reporting to law enforcement, and critical technical
advisory support in regulatory inquiries and enforcement actions. Our expert
witnesses are worldwide leaders in the areas of cybercrime and digital forensics who
are credentialed, published, and certified, with years of experience pursuing
complex cases alongside accomplished lawyers. Our witnesses provide testimony
on the validity of the forensic data, the reliability of chain of custody, and our findings
and forensic analysis. We deliver expert evidence and stand up to cross-
examination. We also act as a court’s independent expert in forensic investigations
and electronic discovery/disclosure matters.

Intelligence & Investigations: Our team help our clients with identifying the risks
that they are exposed to, as well as open-source intelligence to assist in a fact
investigation and help generate relevant lines of inquiry for an investigation or
dispute situations. With this information our clients can make better-informed
decisions about case strategy or responding to an incident.

Data Breach Support: Whether caused by bad leavers, internal bad actors, state
sponsored organizations, hackers, or by accident, data breaches are an everyday
threat and top concern. We give you a quick-acting team of incident responders who
will help to deliver less damage, and ultimately less reputational and financial fallout.
They will contain the incident while preserving evidence, screen exposed data for
personal data using sophisticated software and search methods to help ensure you
meet data privacy law reporting requirements, and confidently communicate with
your stakeholders.

Global Locations: We can host data in our highly secure data centres in the UK
and the US. Our technology supports foreign languages and our support teams
include native speakers in local languages.

Enterprise Advisory Services: Building on our core expertise and experience in
eDiscovery, Investigations, and Response, we regularly advise our law firm and
corporate clients through a range of complimentary services designed to reduce
their critical information risks including:

e Cyber Security Assessment, Test and Advisory Services

e Cyber Incident Response — in the event of a cyber incident or personal data
breach

Proactive Cyber Risk Assessments — including Threat Intelligence Review &
Monitoring, Individual & Entity Vulnerability Assessments, Cyber Threat Hunting,
and Compromise Assessments

¢ Information Governance Consulting — supporting clients to develop and
mature corporate information governance programs
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e Managed Services Consulting - Our managed services engagements
provide consulting services on a broad spectrum of issues covering cyber
risk, eDiscovery and beyond.

Solutions

Defensible Collection: Whether for litigation or an investigation, whether forensic,
targeted, or even covert, we can handle it and make sure it's done right.

Intelligent Data Culling: We apply tested methodologies to help quickly identify
and set aside objective irrelevant or low-priority data early in the process, minimising
“false positives” and allowing matter teams to focus on the most interesting and
important material.

NOMAD Portable Discovery & Disclosure: Our self-contained appliance that is
deployable anywhere in the world. No matter the size, location, or complexity of the
matter, NOMAD provides clients with a secure, powerful, and flexible system for
sensitive investigations and electronic discovery/ disclosure projects.

Multiple Language Support: Includes machine translation, language identification,
Multilanguage entity extraction and tokenization, native language search and review,
and full support for multi-byte character sets throughout the process.

Cross-Border Workflows, including Privacy Analysis & Redaction: Leverage
capabilities in multiple jurisdictions and expert consulting to design workflows that
reduce risk and comply with data protection requirements (including analytics and
sampling to help identify at-risk data; streamline review; and automate redactions)

Processing

Our processing solutions, Nuix and Relativity, handle the most challenging data
volumes and types.

Brainspace™ Analytics

Our analytics options help lawyers winnow data and prioritize key documents for
litigation and investigation. Brainspace™ Analytics helps you quickly explore, and cull
large data sets with powerful visual analytics, concept search, query expansion,
clustering, and communications network analysis. Brainspace Advanced Document
Classification supports continuous multi-model learning (TAR 2.0) as well as
traditional Predictive Coding (TAR 1.0) workflows. Our teams are certified in each of
the applications named above and have multiple years of experience in both typical
litigation exercises and more targeted investigations.

Review

Aon’s Cyber Solutions supports Relativity to provide native review, enhanced
search, near duplicate identification, concept clustering, and multiple reporting
options.
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